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DETAILED ACTION 

I A response was received on 01 August 2006. By this response, Claims 5 t 6, and 

I I have been amended. No claims have been added or canceled. Claims 1-4 were 
previously withdrawn from further consideration as being drawn to a nonelected 
invention. Claims 5-13 are currently under consideration in the present application. 

Response to Arguments 

2. Applicant's arguments filed 01 August 2006 have been fully considered but they 
are not persuasive. 

Regarding the rejection of Claims 5-10 under 35 U.S.C. 112, first and second 
paragraphs, Applicant argues that the amendments to Claims 5 and 6 overcome the 
noted rejections. The Examiner notes that the amendments appear to overcome the 
issues of indefiniteness under 35 U.S.C. 112, second paragraph, and therefore such 
rejection is withdrawn. However, the Examiner further notes that Claims 5 and 6 still 
recite the limitation "in order of bit sequence" of data A or B. The Examiner again notes 
that the phrase "bit sequence" does not appear in the specification. Although Applicant 
points to Figure 22 and its related description for support of the limitation (see pages 9- 
10 of the present response), the cited portions do not mention the term "bit sequence" at 
all, nor do they explicitly appear to describe the order in which the bits are processed. 
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The Examiner notes that the amendments to Claims 11-13 raise new issues of 
indefiniteness and failure to comply with the written description requirement, and thus 
those claims are rejected as set forth below. 

Regarding the rejection of Claims 11-13 under 35 U.S.C. 102(e) as anticipated 
by Kocher et al, US Patent 6327661 , Applicant argues that Kocher only teaches 
"random selection of an input data bit and relocation thereof 1 and not the claimed 
invention (page 1 1 of the present response). Applicant further argues that "both data A 
and data B are significant data"; however, the Examiner notes that nowhere is this 
claimed, nor is it disclosed in the specification (the word "significant" does not appear in 
the specification at all). It appears that "significant data" is intended to contrast with the 
blinding data at the portion of Kocher cited by Applicant (column 12, lines 45-60), but 
again the Examiner notes that it is neither claimed nor disclosed in the specification that 
any data is "significant". Thus, this distinction is moot. 

Applicant also argues that "data A has an associated relationship with data B, 
whereas Kocher' s input data has no such association with the blinding data" (page 1 1 of 
the present response). However, the Examiner notes that the phrase "associated 
relationship" also appears nowhere in the claims or specification. The Examiner 
assumes that this "associated relationship" is intended to refer to the limitation in the 
claim that there is an operation unit in data B that corresponds to an operation unit in 
data A. However, the Examiner notes that there is a correspondence between 
operation units in the two sets of data in Kocher, as well; each input data bit has a 
corresponding blinding bit (column 12, lines 46-60, as previously cited), and this 
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appears to correspond to the "associated relationship" as argued by Applicant. The 
Examiner further notes that as the permutation data is initialized, the sets of data are 
associated with each other (see column 12, lines 26-44). 

Applicant additionally argues that the blinding data in Kocher is "temporarily 
generated" (page 1 1 of the present response). The Examiner fails to appreciate this 
argument, as that phrase does not appear in Kocher, and Applicant does not further 
elaborate the point. 

Finally, Applicant argues that "[njeither data A nor data B are randomly arranged 
bits ... unlike Kocher' s blinding data, and thus both data A and data B are significant". 
In response, the Examiner first notes that significant data can, in fact, be random; for 
example, cryptographic keys are often random numbers, but keys would definitely be 
considered significant data. Further, the Examiner notes that it appears likely that at 
least one of data A or data B would be a cryptographic key, given that a stated object of 
the present invention (i.e. tamper-resistant method) is to prevent the discovery of a key 
(see page 5 r line 22-page 6, line 19 of the present specification). The Examiner also 
notes that it is well known that the strongest cryptographic keys are random values. 
Therefore, it appears likely that at least one of data A or data B would be a random 
value, and thus the limitation that data A and data B are not randomly arranged appears 
to contradict the specification. 

Therefore, for the reasons detailed above, the Examiner maintains the rejections 
as set forth below. 
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Information Disclosure Statement 



3. The information disclosure statement filed 01 August 2006 fails to comply with 
the provisions of 37 CFR 1 .97, 1 .98 and MPEP § 609 because each publication is not 
identified by publisher, author (if any), title, relevant pages, date, and place of 
publication, as required by 37 CFR 1 .98(b)(5). It has been placed in the application file, 
but the information referred to therein has not been considered as to the merits. 
Applicant is advised that the date of any re-submission of any item of information 
contained in this information disclosure statement or the submission of any missing 
element(s) will be the date of submission for purposes of determining compliance with 
the requirements based on the time of filing the statement, including all certification 
requirements for statements under 37 CFR 1 .97(e). See MPEP § 609.05(a). 



Specification 



4. The objection to the specification is maintained as set forth below for the reasons 
detailed above in reference to the rejections under 35 U.S.C. 112, first paragraph. 

5. The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: Claims 5 and 6 recite the limitation of transferring data "in 
order of bit sequence" of data A or B. There is no written description for such a 
limitation in the specification. Further, Claim 1 1 recites the limitation "wherein neither 
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said data A nor said data B are randomly arranged bits"; there is no written description 
for such a limitation in the specification. See below regarding the rejections under 35 
U.S.C. 112, first paragraph, for further detail. 

Claim Rejections - 35 USC §112 

6. As noted above, the rejection of Claims 5-10 under 35 U.S.C. 112, second 
paragraph, as indefinite, is withdrawn in light of the amendments to the claims. The 
rejection of Claims 5-10 under 35 U.S.C. 112, first paragraph, is maintained as set forth 
below for the reasons detailed above. The amendments to Claims 11-13 also raise 
issues of indefiniteness and failure to comply with the written description requirement, 
and therefore those claims are also rejected as set forth below. 

7. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

8. Claims 5-13 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. 
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Claims 5 and 6 include limitations not described in the specification. Specifically, 
Claim 5 recites transferring an operation unit in the bit pattern of data A or B "in order of 
bit sequence" of data A or B, and Claim 6 recites transferring an operation unit of data A 
or B "in order of bit sequence" of data A or B. There is no explicit description of data 
transfer in order of a bit sequence. Further, it appears that the term "bit sequence" does 
not appear anywhere in the specification. 

Claim 1 1 has been amended to include limitations not described in the 
specification; specifically, Claim 1 1 now recites "wherein neither said data A nor said 
data B are randomly arranged bits". There is no description that data A or B cannot be 
randomly arranged bits in the specification. Further, the phrase "randomly arranged" 
appears nowhere in the specification. Further, as noted below regarding the rejection 
under 35 U.S.C. 112, second paragraph, the negative limitation renders the claim 
indefinite, and the limitation appears to contradict the specification. 

Claims not specifically referred to above are rejected due to their dependence on 
a rejected base claim. 

9. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

10. Claims 11-13 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim, the subject matter which 
applicant regards as the invention. 
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Claim 1 1 has been amended to recite the limitation "wherein neither said data A 
nor said data B are randomly arranged bits". The Examiner notes that this negative 
limitation, i.e. claiming what the data is NOT, renders the claim indefinite, because it is 
not clear from the claims or specification exactly in what ways data A or B are arranged, 
if not randomly. Further, the Examiner notes that the specification describes in several 
places the use of keys for encryption. It appears that data A or B would likely be a key if 
one were using the claimed tamper-resistant method, given that a stated object of the 
present invention is to prevent the discovery of a key (see page 5, line 22-page 6, line 
19 of the present specification); the Examiner further notes that it is well known that the 
strongest key is, in fact, a random number (i.e. arrangement of bits). Therefore, the 
limitation that neither data A nor B is randomly arranged bits appears to contradict the 
specification; this contradiction further renders the claim indefinite. 

Claims 12 and 13 are rejected due to their dependence on a rejected base claim. 

Claim Rejections - 35 USC § 102 

1 1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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12. Claims 11-13 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Kocher et al, US Patent 6327661 . 

In reference to Claims 11 and 12, Kocher discloses a tamper-resistant 
processing method including randomly selecting an unprocessed operation unit in data 
A corresponding to a generated random number, executing an arithmetic operation on 
the unit of the data A and a corresponding unit of data B, storing the result, and 
repeating the above steps until the operation has been completed (column 10, line 50- 
column 13, line 20; noting particularly column 10, lines 57-59, column 12, lines 13-19, 
and column 13, lines 11-20). 

In reference to Claim 13, Kocher further discloses that the arithmetic operation 
can be one of logical AND, OR, or XOR (see column 12, lines 45-60). 

Allowable Subject Matter 

1 3. Claims 5-1 0 would be allowable if rewritten or amended to overcome the 
rejection(s) under 35 U.S.C. 112, first paragraph, as set forth in this Office action. 

14. Reasons for indicating allowable subject matter were set forth in the previous 
Office action. 
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Conclusion 

15. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571 ) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
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number for the organization where this application or proceeding is assigned is 571 - 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



zad 
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SUPERVISORY PATENT EXAMINER 




